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IT IS HERE, IT IS HAPPENING, IT IS UNPREDICTABLE  
The Internet of Things is transforming our world as we know it. 

However, the majority 
of the people have 
never heard of this 
term even though it is 
affecting each and 
every one of us. The 
Internet of things, also 
known as IoT, stands 

for a new era – the 4th Industrial Revolution. It represents a 
network connectivity among physical objects, so called smart 
objects that collect, sense and transmit information among each 
other. Each day roughly 5.5 million new devices are connected 
to the Internet. Researchers predict that by 2020 the amount of 
objects connected to the Internet will reach the 50 billion mark, 
nonetheless this number is debatable. We are talking about a 
tremendous market with a massive potential, far bigger than we 
can imagine. McKinsey Global Institute estimates a total 
economic impact to be $11trillion by 2025. But what is actually 
behind this IoT? 

DATA, CONTROL AND COMMUNICATION 
In short, the Internet of Things is a network of physical objects, 
which with the help of sensors collect immense amounts of data 
and information in no time. It provides endless virtual solutions 
to a wide variety of problems leading to new opportunities and 
constantly changing and adapting our environment. Using highly 
sophisticated algorithms these sensors can collect data and store 
it in order to alter our reality and react to our specific needs. 
Who has not recognised that the advertisement on their 
Facebook page includes their latest order on Zalando? Did you 
ever ask yourself why Facebook knows what your favoured boot 
style is? The exchange of information is not a new phenomenon 
what is new however, is how far we have gone in making use of 
this information. Did you ever realise that by updating the 
iPhone home button Apple has one of the largest databases of 
fingerprints in the entire word? Probably not. We are currently 
witnessing an extremely interesting time where everything is 
changing at an exceedingly fast pace and becoming more 
technological. Self-driving cars are being manufactured, smart 
refrigerators are being built and even smart cities are being 
developed. What will come next? Smart people? Amazon, the 
American electronic retail giant, started as an online bookstore 
and has developed into the largest Internet-based vendor in the 
world. The Amazon-platform recently developed a new feature 
making it possible for example that once the washing powder for 
a washing machine is finished it remembers the owner to order 
some more via a button. The button is connected to the Amazon-
platform and automatically orders the correct washing powder 
based on the previously collected data. Eventually it is delivered 
in front of the doorsteps the following morning. Isn’t this great? 

EFFICIENCY, PREDICTABILITY, CONVENIENCE  
IoT is all about optimising existing problems in order to make 
our life easier and more convenient. It is about finding 
innovative solutions to our problems without us even knowing 
that we have these issues. The goal is to improve every process 
of our daily routine in order to get the most out of it. IoT is able 
to facilitate different procedures making life more predictable 
and comfortable. Take a GPS for example. By collecting huge 
amounts of data from different cars it is able to forecast the 
amount of traffic and the resulting waiting time. By gathering 
this information it can recalculate the given route and propose an 
alternative way creating a more efficient use of time. And what 
about smart cities? Researchers have been envisioning an urban 
development program incorporating IoT solutions to a city’s 
daily challenges. In a protected form its estates such as libraries, 
hospitals, schools, transportation network, power plants, water 
supply networks and other services are improved using the 

Internet of things. Sensors collect data via smartphones and other 
gadgets connected to the Internet, process them and analyses it 
in order to improve the overall efficiency of services and to react 
to citizens’ needs in an instant. IoT enables the city to smartly 
plan and control bus networks, traffic lights, irrigation systems 
and even power plants saving millions of Dollars just by 
optimizing the processes and eliminating inefficiencies.  Take 
Barcelona as an example of one of the first smart city in the 
world. By providing the city’s public data and thus making the 
information available to all individuals and corporations they can 
use the information to their advantage and optimize public 
administration, services and the economy. Furthermore, it 
enables them to improve the dialogue between the people and 
the government. Barcelona developed a number of smart city 
projects including smart traffic lights, electric vehicles, smart 
city campus and many other. These plans allow the 
administration to react faster to challenges. Nevertheless, the city 
of Barcelona may also become more vulnerable to threats.  

BLACKOUTS, CYBER WAR, HACK ATTACK 
Think about it, connecting a whole city through the Internet and 
storing the collected data in the so-called “cloud” cannot be safe. 
What if a hacker were to hack a power plant driven and 
monitored via computers? The whole city would blackout – the 
electricity would stop running, lights would turn off, and even 
cars would stop working. An anarchy-like situation would break 
out leaving traces such as nonfunctioning power plants who 
knows for how long. Meanwhile the hacker could get a hold of 
classified government information and use it to threaten the 
country. Movie-like scenarios like the one mentioned could 
actually become our reality and even have become in some parts 
of the world. Last December a presumed Russian attack on a 
Ukraine power grid in the Western region of the country 
paralyzed the control center and left more than 230’000 people 
without electricity. How can the government protect its citizens 
from these kinds of threats? How can it reassure its people that 
their data is safe and will not be used against them? How can 
cyber wars be prevented from happening in the near future? 
Questions like these are not easy to answer and many 
governments do not even have a solution for them. Some threats 
are easy to predict many we do not even know exist.  

START-UPS – THE KNIGHT IN SHINING ARMOR? 
Key Players in the industry are starting to acquire software 
companies and teaming up with young start-ups. Security and 
finding innovative solutions to protect the data has taken over 
the start-up ecosystem. Young, brilliant minds have come up 
with ground-breaking technologies such as a “key” that can 
protect the data from falling into the wrong hands. Cyber 
security has become the new big thing everyone is talking about 
and numerous start-ups are trying to make a name for 
themselves. Never has there been more money invested in young 
entrepreneurs as in recent years. It has never been a better time 
to start an own business and revolutionise the market. Detecting 
threats and finding solutions has become the fastest growing 
sector in the last year. Will Start-ups be able to develop precise 
enough solutions to protect governments from being attacked? 
The answer still lies in the stars and only time will tell. Smart 
cities do pose high risks and numerous threats, however, it is 
important to weigh the opportunities and realize how much one 
can profit from IoT optimising daily routines and improving life 
in general. We are not far away from making the unavoidable 
become voidable and finding solutions to a better and safer 
tomorrow.  
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